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I Ounpenenennst

B nacrosimmem JOKyMEHTE HCIIONB3YIOTCS CIENYIOIIE TEPMUHBL 1 HX OIpE/Ie/ICHUS.

ABTOMATH3HPOBAHHAN 00paf0TKAa MNEePCOHAJBHBIX MAHHBIX — 00paboTka
MEPCOHANBHBIX JaHHBIX C TIOMOINBIO CPEACTB BEIYUCIATEIIEHON TEXHUKH.

BezomacHocTh mepcOHATBHBIX [JAHHBIX — COCTOSHHE 3aIMAIICHHOCTH
HNEPCOHANBHBIX JIAHHBIX, XapaKTepH3yeMOe CIIOCOOHOCTBIO IONTB30BaTENEH, TEXHUIECKIX
cpencTB W HWHPOPMAMOHHBIX TEXHOIOTHH  ofecrednTh KOHGUAEHIMAIHHOCTS,
IEJMIOCTHOCTh W JOCTYIIHOCTh IEPCOHAIBHBIX JaHHEIX INpH #WX 00paboTke B
UH(POPMANMOHHBIX CHCTEMaX IEPCOHAIBHBIX AaHHBIX.

bJioknpoBaHHe IEPCOHAJBLHBIX AAHHBIX — BPEMEHHOE NpeKpalieHue cOopa,
CHCTEMAaTH3alli¥, HAKOIUICHUS, WCIOAB30BAHUSA, pacIpOCTPAHEHHS, ITEPCOHATBHBIX
JAHHBIX, B TOM YHCJIE UX [IEpe/Iadu.

Hoctyn Kk muHpopMamHm — BO3MOXHOCTH IIONyYeHHs HHPopMammu u eé
HCIOJIB30BAHUSL.
3amumaevan wuHpopmanmus — uHPOpMaNHUA, SBISIOMANCS IPEIMETOM

COOCTBEHHOCTH HW IIOJICKAINas 3alluTe B COOTBETCTBHUM ¢ TPEOGOBaHMAMM IIPaBOBBIX
JIOKYMEHTOB HJIH TPeOOBaHUSIMH, YCTaHABINBAEMBIMH COOCTBEHHHKOM HH(popMaIuy.

HpenTndpuxanua — TPUCBOCHHE CyObeKTaM H  O0BEKTaM  JocTyma
upeHTAQUKaTOpa ¥ (WIM) CpaBHEHHE MPEABSIBIIEMOI0 HACHTH(GUKATOpa ¢ IMEPEIHEM
IIPUCBOCHHBIX HIEHTU(PHUKATOPOB.

HNudopmanmuonnasi cHCTeMa INEPCOHATBHBIX JAaHHBIX — COBOKYIIHOCTB
cofepamuxcss B 0asax JaHHBIX IEPCOHANBHBIX JAaHHBIX W 0O0ecIedYMBaroOmMuX HX
00paboTKy HHGOPMAITHOHHBIX TEXHOJIOTHH M TEXHUYECKHX CPEJICTB.

NudopmanuonHas TEXHOJOTHA — IIPOLIECCHI, METOABI IIOUCKA, cOOpa, XpaHCHM,
00paboTKy, MpeIoCTaBIeHUs, pACIPOCTpaHEeHN HHGOPMAIHK U CIIOCOOBI OCYIIECTBIICHHUS
TaKHX TIPOIECCOB U METO/I0B.

HcToYHEK yrpo3bl 0€30IMacHOCTH NMEPCOHAIBLHBIX JAHHBIX — CyOBEKT JIOCTYIIA,
MarepuanbHbIi  00BEKT WiH  (QU3HYECKOe  SBJICHHE, SABILIOMMECH  IPHYHHON
BO3HUKHOBCHHS yTPO3bI 0€30IIACHOCTH IIEPCOHANBHBIX TaHHEIX.

Konrposmpyemasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHs, 3JaHHE, YacTh 3aHHI,
HOMEIIEHHE), B KOTOPOM HCKITIOUEHO HEKOHTPOIMPYEMOe IpeObIBaHNE IIOCTOPOHHHX JIHII,
a TaKoKe TPAHCIIOPTHBIX, TEXHHYECKHAX M HHBIX MaTEPHAIbHEIX CPEZCTB.

KonpuaennuaIbHOCTL NePCOHAJIBHBIX JaHHBIX — 00A3aTeNbHOE IS
COOMIONIEHUs OIEPATOPOM HWJIM HHBIM IIOJYYMBITHM JIOCTYH K IIEPCOHAIBHEIM JAHHBIM
JIUIIOM TpeGoBaHKe He PACIPOCTPAHATh UX O€3 cornacus cyOheKTa IepCOHANBHBIX JaHHBIX
WA HATAYHS HHOTO 3aKOHHOTO OCHOBAHMSL.

Hapymurenh 0e300aCHOCTH IEPCOHAJIBHBIX MAHHBIX — (HU3MYECKOE JIHIIO,
CIy4aliHO MM IpeIHaMEPEHHO COBEpINAIOIee ACHCTBHUSA, CAEACTBHEM KOTOPEIX SBILACTCS
HapylleHue Oe30MacHOCTH NEePCOHATBHBIX IAHHBIX IMPH HX 00paOOTKE TEXHUYECKUMH
cpeacTsamMu B MHGOPMAIIMOHHBIX CUCTEMaX IICPCOHALHBIX JaHHBIX.

HecanKIHOHHPOBAHHLIN JOCTYI (HECAHKIMOHHPOBAHHBIC NeHCTBHS) — JOCTYII
K uHGOpManuu Wik aeiicTBHA ¢ MHGOpMaIMeH, HapyIIAoMKMe MpaBHia pasrpaHUICHUsS
JOCTYIIa ¢ HMCIOJIL30BAHMEM IITATHBIX CPEZCTB, HPEAOCTABIAEMEIX MH(OPMAIHOHHBIMU
cHCTEMaMM NIEPCOHATBHBIX JaHHBIX.

Hocurenns nadopmamuu — Gu3ndIecKoe JIHIO WIH MAaTCPHANBHBIM O0BLEKT, B TOM
qrcie (QU3MYECKOE I0JIe, B KOTOPOM HMH(OpMalds HAXOAMT CBOE OTPaXCHHE B BHAE
CHMBOJIOB, 00pa30B, CHTHAJOB, TEXHHYCCKHUX DEIIEHHN U MPOLECCOB, KOIUIECTBECHHBIX
XapaKTEPUCTUK (PU3HIECKUX BETHYMH.

OGe3THYNBAHAE NMEPCOHANBLHBIX JaHHBIX — JCHCTBMS, B PE3yabTare KOTOPBIX
HEBO3MOXHO OINPENEIHTh IPUHALIEKHOCTh [EPCOHATBHBIX JaHHBIX KOHKPETHOMY
CYOBEKTY NepCOHAIBHBIX JAHHBIX.



O6paboTKa NepPCOHAJBHBIX [JAHHBIX — IHOOOe JelicTBHe (Olepanus) MM
COBOKYIIHOCTb JeicTBHil (omepamuii), COBEPIIAEMBIX C HWCIOJIB30BAHAEM CPEICTB
AaBTOMATH3allMM HIH 0e3 HCIOJB30BAaHWS TaKUX CPEICTB C NEPCOHAIBHBIMHU JIaHHBIMH,
BKIOYass cOOp, 3amich, CHCTEMAaTH3allHIO, HAKOIUICHHE, XpaHeHHe, YTOYHEHHE
(oOHOBICHME, W3MEHEHHE), M3BJIEYCHNE, HCIIONB30BaHME, Iepeady (paclpocTpaHECHHE,
[IPeAOCTaBIeHHe, [OCTYN), oOe3nW4YuBaHUE, ONOKHPOBaHHE, YHAJICHHE, YHHUYTOXECHHE
MIEPCOHATBHBIX JaHHBIX.

O0beKT BLIYHCIUMTEIbLHOM TeXHUKH — CTallHOHAPHEIN MW TOABIXKHBIA OOBEKT,
KOTOPBIM  TpejcTaBisieT CcoOOM KOMIUIEKC CpEeACTB  BBIYMCIMTENBHOM  TEXHMKH,
IpeHa3HAYEHHBIA UIs BBIIONHEHUS ONpeIeNIeHHBIX GyHKnuit oOpaborku nHGopMmamun. K
00BLEKTAM  BLIYMCIMTENBHON TEXHUKH OTHOCATCS aBTOMATH3HPOBAHHBIE CHCTEMEL,
ABTOMATH3HPOBaHHEIE pabounme MecTa, HHGOPMAMOHHO-BBIMHUCIHMTEIBHBIE HEHTPHl H
IpYTue KOMIUIEKCH CPEACTB BBIYMCIMTENbHOH TexHMKH. K 06bekTaM BBYHCIMTEIBLHOR
TEXHUKH MOTYT OBITH OTHECEHBI TaKXe OTACIBbHBIC CPe/ICTBA BBIYHCIIMTEIBHOH TEXHHKH,
BBLITIOJIHSAIOIAE CAMOCTOATEIbHEIE GYHKIUH 00paboTKH HHPOPMAIIH.

OnepaTop HepCOHAIBHBIX JAHHBIX — FOCYIapPCTBEHHBIH OpraH, MyHUIAIAIbHBIN
OpraH, IOpPUANYECKOe WIN (HH3UIECKOE JIUI0, CAMOCTOATEIFHO HIIM COBMECTHO C APYTHMH
JIMI[AMM OpraHusyromue u (WIH) OCyIeCTBILIomue 00paboTKy NepCOHATBHBIX JaHHBIX, a
TaKXe ONpeNEIIAIoNne e 00paboTKH IEPCOHANBHBIX JAHHBIX, COCTaB ICPCOHANBHBIX
JAHHBIX, NoAIexaumx oOpaboTke, HeHcTBus  (OnepaluH), COBEPIIAEMBIE C
nepCcoOHaIbHBIMH JAHHBIMH. ’ )

IlepcoHaibHbIE NaHHBIe — J00as KHopMaumsA, OTHOCAWIAACA NPAMO HIIH
KOCBEHHO K OIpENECIEHHOMY WM omnpedenseMoMy (usmdeckoMy iHIly (CyOBEKTy
EPCOHATTBHBIX JAHHBIX).

IToab30BaTenr MHPOPMATHOHHON CHCTEMbI NMEPCOHANBHBLIX AAHHBIX — JIHIIO,
y4acTBYyIOIlee B QYHKIHOHUPOBAHUH HH(YOPMAIIMOHHON CHCTEMBI IEPCOHATBHBIX JaHHBIX
WM UCIIOJIB3YIOIIEE Pe3yIIBTATH e¢ QyHKIIHMOHHPOBAHHMA.

IIpaBuaa pasrpaHuveHust AOCTyMA — COBOKYITHOCTD TIPaBUIL,
pErTaMeHTUPYIOMIMX IIpaBa JOCTyIa CYOBEKTOB JOCTyNa K 00BEKTaM JOCTYyIIA.
IIpenocraBiienne MepCOHAIBHBLIX JAHHBIX — JCHCTBHA, HaNpaBICHHBIC Ha

PacKpbITHE TEPCOHANBHBIX IaHHBIX ONPEICICHHOMY JIMIY HIIH ONPEICICHHOMY KPYIy
L.

IIporpamMmmuoOe (IporpaMMHO-MaTeMATHIECKOE) BO3cHCTBHE =
HECAaHKIIHOHUPOBAHHOE BO3CHCTBHE Ha pecypehl aBTOMATU3UPOBaHHOU
WHOOPMAIMOHHOK CHCTEMBI, OCYIIECCTBIEMOE C HCIOJIB30BAHHEM BPEIOHOCHBIX
IIPOrpaMM.

PacupocTpaneHne NEPCOHANBHBIX [JAaHHBIX — [CHCTBHs, HAalpaBieHHbIC HA
PacKpHITHE IIEPCOHANBHBIX JaHHBIX HEOIPEACIICHHOMY KPYTY JIHIL.

Pecypc undopManyoHHOii cHCTeMBI — HMEHOBAHHBIH 3JEMEHT CHCTEMHOTO,
IIPUKIIAHOTO M AamaparHoro obecnedeHus (YHKIMOHMPOBAHHSA HH(YOPMAIMOHHOM
CHCTEMBIL.

CucreMa 3aIIHTHI MEPCOHAIBHBIX AAHHBIX — COBOKYIHOCTh OPTaHOB W (WIIK)
HCIIOJIHUTENEH, MCIOMbE3yeMOM HMH TEXHHKH 3allUTHl HHPOpMAIMH, a TaKKe 00BEKTOB,
OpraHM30BaHHasd H (YHKUHOHMpYIOIIAsd [0 MpaBHIaM H HOpMaM, YCTaHOBJICHHBIM
COOTBETCTBYIOIIAMH JOKYMEHTaMH B 00JIACTH 3alIUThI IIEPCOHANBHBIX HaHHBIX.

Cpencrso kpunrTorpadgudeckol 3amuThbl HH(POPMALMH — CPEACTBO 3AUIHUTHI
HHQOPMAIMH, peATH3yIoliee AITOPHTMBl  KPHNTOIpaduYecKoro  mpeobpa3oBaHMA
HHpOpMaLIUH.

Cy6bexT JocTyna — JIAIO WM IPOIECC, JEHCTBHS KOTOPOrO PerIaMeHTHPYIOTCA
MpaBUJIaMU pa3sTpaHHUYEHHs JOCTYIIa.



Cy6bexThl TepCOHANBHBIX AAHHBIX — DPACOTHHKH; TpaxkaaHe (HONydYaTenH),
obparuBuIHeCs B YUpeKACHHE 33 NONYYCHHEM Mep COMAIBHON MOIEPKKH M JPYTHE
THna.

Texuudeckmii kaHax yTedkHm HHPOPMANMM — COBOKYIHOCTP HOCHTEIS
uHpopManmm  (cpescTBa  00paboTKM),  (QHU3MYECKOH  CPeNEl  PACIPOCTPAHEHHS
MHQOPMATHBHOTO CHTHATA ¥ CPEICTB, KOTOPBIME H0OBIBACTCS 3AIMUMAeMAa HH(MOPMALHSL.

Texunyeckne cpencrsa HHPOPMANHOHHOI CHCTEMBI IIEPCOHAIBHBIX JAHHBIX —
CPEACTBa BBIYMCIIHTEIBHOM TEXHUKH, WHOOPMAIMOHHO-BLEIYHCIUTEIbHEE KOMIUIEKCE U
CCTH, CPEACTBA W CHCTEMBI IIEpellayd, IpHEMAa B 0OpaOOTKH NEPCOHANBHBIX TaHHBIX
(cpemctBa W CHCTEMBI  3BYKO3AlIHCH, 3BYKOYCHJIEHHS, 3BYKOBOCIPOH3BCACHHS,
IEPErOBOPHBIC U TEIICBH3UOHHBIE YCTPOHUCTBA, CPENCTBA M3TOTOBJICHHS, THPAKHPOBAHHS
JOKYMEHTOB U IPYTHE TEXHUYECKHE CPEACTBA 00pabOTKH peueBoi, rpaduyeckoil, BUAEO-
1 OyKBEHHO-II(POBOI HHPOPMAIHH), IPOTPAMMHBIE CPECTBA (ONEPAHOHHBIE CHCTEMEL
CHCTEMBl ympaBieHuss Oa3aMH JaHHBIX M T.I.), CPEACTBA 3alUThl HMH(OPMAIHH,
IPUMEHsIEMBIE B UHGOOPMALIHOHHEBIX CHCTEMaX.

¥Yrpossl 6€30MaCHOCTH NEPCOHANLHBIX JAHHBIX — COBOKYIIHOCTH YCIOBHM H
(haxTopoB, cO3MAIOMMX OMACHOCTH HECAHKIHOHHPOBAHHOTO, B TOM HHCIE CIy4aHHOTO,
AOCTyNa K INEePCOHAIBHBIM JaHHBIM, PE3YJIBTATOM KOTOPOTO MOXET CTaTh YHHYTOXKEHHE,
U3MEHEHHUE, OJIOKMpOBaHHE, KOMHPOBAHHE, PACIPOCTPAHEHHE HNEPCOHANBHBIX NAHHEIX, a
TaKX€ WHBIX HECAaHKIMOHUPOBAHHBIX JEHCTBUM IpH HX o6paboTke B MH(POPMAIIMOHHOM
CHCTEME NIEPCOHATHHBIX JAHHBIX.

YHu4YTOXeHHe NePCOHANBLHBIX NAHHBIX — IeiCTBHA, B PE3yJbTaTe KOTOPHIX
HEBO3MOXHO BOCCTaHOBHTH COJACPKAHHE IIEPCOHANBHBIX JAHHBIX B HMH(POPMAIMOHHON
CHCTEMe IIEPCOHANBHBIX JaHHBIX MJIM B DPe3yJbTaTe KOTOPHIX YHHYTOXAIOTCS
MaTepUAIbHBIE HOCUTEH NePCOHANBHBIX JaHHBIX. '

YTeuka (GamumaeMoii) HHPOPMAIHM 110 TEeXHHYECKHM KaHAJaAM —
HCKOHTPOJIMPYEMOE  paclipoCTpaHeHHe HHQOpMAamMd OT HOCHTENS 3aIIUINAeMOM
uHpOpMaNUK depe3 (pH3NIECKYIO CPemy O TEXHHYECKOro CPEINCTBA, OCYIIECTBIISIOMENO
nepexBaT HHGOPMAIHH.

IenocTHOCTh MHGOPMAIIAN — CTIOCOOHOCTH CPEACTBA BEIYMCIUTEILHON TEXHUKH
WM aBTOMATHU3MPOBAHHOM CHCTEMBI OOECIIeUMBATH HEH3MEHHOCTh WHGOpPMAanuu B
YCIOBHAX CIIy4aHHOTO H/WIIK IPETHAMEPEHHOI0 HCKAXECHHUA (pa3pyIIcHus).

IL Beenenne

Hacrosmas Ilonutrka 6e301aCHOCTH NMEPCOHANBHBIX JaHHBIX, 00pa0aThBAEMEBIX B
HHPOPMAIMOHHBIX CHCTEMaX NMePCOHANBHBIX JaHHBIX ' KY PMD «llenTp commoaaepkky B
r.Kosemogempsncke» (nanee — Ilomuruka), sBgercs OQUUHATLHBIM JOKYMEHTOM U
paspaboTaHa B COOTBETCTBHH C MEISIMH, 33JadyaMH M UPUHIUOAMH OOECICYECHHS
06€e300acHOCTH TIePCOHANBHBIX JaHHBIX U3JIOKEHHBX B KoHuenmnmu Ge3omacHOCTH
HIEPCOHANBHBIX JaHHBIX, 00pabaThiBaeMbIX B HH)OPMAIIMOHHEIX CHCTEMAX IEPCOHANBHBIX
maHHelx I'KY PMO «llentp conmoanmepxku B r.KoseMomembsHCKe»(mamee —
Yupexaenne).

B Tlomutuke omnpeaeneHs! TpeOOBaHMS K pabOTHHKaM YUpexkIeHHH, CTEICHBb
OTBETCTBEHHOCTH DPabOOTHHUKOB, CTPYKTypa M HEOOXOIMMEBIH YPOBEHb 3alllUINEHHOCTH,
CTaTyC M MAODKHOCTHBIE OOA3aHHOCTHM pabOTHHUKOB, OTBETCTBEHHBIX 3a OOeCIedYCHHE
0€30IMacCHOCTH NEPCOHAIBHBIX JaHHBIX B HMHQOPMAIlMOHHBIX CHCTEMaX IIE€PCOHAIBHBIX
IAHHBIX YUpeKICHHUS.

III. Oobmue moJo0KEHUS
Hensro  Hacrosmeit  Ilomutuku — gBhseTcs  obecrmedcHHe  OE30MaCHOCTH

IIEPCOHAIBHBIX JJAHHBIX Y‘IpC)I(I[eHI/I}I OT BCEX BHIOB YIp0O3, BHCOIHHUX M BHYTPCHHHX,




YMBIIUICHHBIX M HENPEHAMEPEHHEIX, MUHUMH3AIUA yIIep6a OT BO3MOXKHOM peaTH3aluy
yrpo3 6e30MacHOCTH HEPCOHANBHBIX JJAHHBIX.

bBesomacHOoCTs NEpCOHANPHBIX JAHHBIX  JOCTHTAETCA IYTEM MCKIFOYECHHS
HECaHKITHOHMPOBAHHOTO, B TOM YHCIIE CIy4ailHOTrO, ZOCTyIa K MEPCOHAIBHBIM JAHHBIM,
pe3ylIbTaTOM KOTOpOrO MOXKET CTaTh YHHYTOXKEHHE, W3MEHEHHE, OJIOKHPOBAaHUE,
KOIIMPOBaHME,  PaCIpOCTPaHEHHE  MNEPCOHATBHBIX  JAaHHBIX, a4 TAaKKE  MHBIX
HECAHKIMOHUPOBAHHBIX JCHCTBUII.

Wudopmanus v cBA3aHHBIE C HEH pecypchbl IODKHBI OBITH JOCTYIHEI TOIBKO IS
aBTOPH30BaHHBIX I10Jb30BaTelell. B nEpOpMaMOHHBIX cHcTEMax MEPCOHANBHBIX JaHHBIX
JOJKHO OCYIIECTBILITECSA CBOEBPEMEHHOE OOHAPYKEHHE YTPO3 U PEarHpOBaHKUE HA YTPO3bI
0€30MacHOCTH EPCOHATBHBIX JaHHBIX.

B wH(OpMAaINMOHHEIX cHCTEMaX NEPCOHANBHBIX AAHHBIX HEOOXOMMMO HCKIIOYHMTH
BO3MOXXHOCTb  NPEAHAMEPECHHBIX WM  CIy4YalHBIX, YaCTHYHBIX MM  IIOJHEIX
HECAaHKIMOHNPOBAHHBIX MOUGUKAIIIH U YHUUTOXKCHHUS TAHHEIX.

Ilepeyens TepCOHANBHBIX JAHHBIX, [OUICKAINMX 3aIMUTE, ONpeAcIcH B
ITonoxenun 06 o6paboTke nepcoHaIbHbIX AaHHBIX B ['KY PMD «lleHTp conmoaiepKKa B
r.Ko3eMoneMpsiHCKe ».

IV. Cucrema 3amuThI HEePCOHATLHBIX JAHHBIX

CucteMa 3aIUTH IEPCOHATBHBIX JAHHBIX CTPOUTCS HA OCHOBAHHUH:

- [IepeuyHs mepcOHATBHBIX AAHHEBIX, TOTCKAIINAX 3aAIUTE;

- [Nepeuns nHPOPMAIMOHHBIX CHCTEM IEPCOHANBHBIX JaHHBIX;

- AKTa onpeJeneHrs YPOBHS 3AIIUIICHHOCTH MTEPCOHAILHBIX IAHHBIX MPH UX
00paboTke B HHPOPMAITHOHHON CUCTEME IIEPCOHATIBHBIX JaHHBIX;

- YacTHO#l Mozenu yrpo3 M HapyWIHTeNs Oe30MacHOCTH IEPCOHATBHBIX
JAHHEBIX; '

- [MomoxeHHs © pasrpaHdyYeHHH T[paB JoOcTyma K oOpabaTbiBacMBIM
MIEpCOHAFHBIM JTAHHBIM;

- PyxoBomsamux noxkymeHToB @CTIK Poccun n @CB Poccun.

Ha ocHoBaHHM OTHX JOKYMEHTOB OIIpelesIeTcs HeoOXOAUMBI YpOBEHb
3aIMAIICHHOCTH IMEPCOHANBHBIX J@HHBIX B KaxIoH HWHPOpPMAIMOHHOW CHCTEME
IEPCOHANBHBIX JaHHBIX Yupexaenus. Jlma xaxmod wWHOOPMAMUOHHON CHCTEMEI
MEePCOHATBHBIX JAHHBIX JOJDKEH OBITh COCTAaBJIEH CIUCOK HCIONB3YEMBIX TEXHHYECKUX
CpEACTB, a TaKKe MPOTPaMMHOTO OOEcIledeHHs ydacTByomero B 00paboTke
MEePCOHATBHBIX JJaHHBIX, OIC)KANINX 3aLIUTE.

B 3aBucuMOCTH OT YpOBHS 3allMIIEHHOCTH IEPCOHATBHBIX [aHHBIX B
uHGOPMAITHOHHON CHCTeMe IEPCOHAIBHBIX JaHHBIX H aKTYaJlbHBIX YIpo3, CHCTEMA
3alMATEl MEPCOHANBHBIX JAHHBIX MOXET BKIIOYaTh CHEAYIOIIME TEXHHYECKHE U
IpOrpaMMHEIE CPEJICTBA:

- AHTHBHPYCHEIE CPEICTBA IS 0OBEKTOB BEMMUCITATEIHHOM TEXHUKH;

- CpPEICTBa MEKCETEBOI'0 IKPaHHPOBAHUS;

- cpencrtsa KpunrorpaduvecKod 3amUThl HH(OpMAIMH, MNpH IeEpenade
3amuaeMoit mHGpopMaIyy o KaHajlaM CBA3H.

Tak ke B CIIHCOK JOJDKHEI OBITh BKITIOYEHB! QYHKIMH 3aIUTHI, 0OeCIIeIMBACMBbIE
IITATHBIME ~ cpeficTBaMi  MHGOPMAIMOHHOH CHCTEMBI NEPCOHAIBHBIX JAHHBIX H
OIEPAI[MOHHBIX CHCTEM, NMPUKIANHBIM IIPOTPaMMHBIM OOECIICYEHHEM H CIIECIHATBHBIMU
KOMIUTIEKCAMH, PEaTU3YIOIUME CpeacTBa 3amuThl. CIHCOK (QYHKIMM 3alUTBl MOXKET
BKJIIOYATh:

- yIIpaBlieHHE JOCTYIIOM M pa3sIpaHHYeHMe JOCTYIIA IOIb30BaTENeiH;

- PETUCTPAIHIO B YUeT JeHCTBHH ¢ HHpopManueH;

- obecrieyeHue IEJTOCTHOCTH JaHHBIX;



— o0HapyXeHHE BTOPXKEHHH.

CImuCOK  MCHONBE3yEMEBIX CPENCTB  JODKEH IOJUICPKUBATECS B aKTyadbHOM
CoCcTOsiHMH. Bee HM3MeHEeHHsI cocTaBa CHCTEMBI 3aIHUTHl NEPCOHANBHBIX AAHHBIX MM
9JICMEHTOB MHQOPMAIMOHHBIX CHCTEM IEPCOHANBHBIX JAHHBIX JOJIKHBI OBITH
COTJIACOBAHEI ¢ AJIMAHHCTPATOPOM HHPOPMAITHOHHOMN GE30I1aCHOCTH.

V. TpeGoBanus K mogcHcTeMaM CHCTEMBI 3AIIMTHI EPCOHAJBHBIX JAHHBIX

CucremMa 3alMTEI TEPCOHANBHBIX JaHHBIX BKIIOYAET B ceOs  ClIEYIOIHE
MIOACHCTEMBI:

— yIIpaBIIEHHs JOCTYIIOM, PETUCTPAITHH K yUETa;

- obecrieyeHUs LeTOCTHOCTH B JOCTYITHOCTH;

— AHTUBHUPYCHOH 3allATHI;

= MEXCETEBOT0 YKPaHUPOBAHUS;

— aHalK3a 3alUIICHHOCTH;

- oOHapyXeHHS BTOPKEHUH;

- KpUNTOrpadhuIecKoil 3aImnThl.

IToncucTeMbl CHCTEMBI 3aIMTHI NEPCOHANBHBIX JAHHBIX HMMEIOT pa3IHUHELHA
(GyHKIHOHAN B 3aBHCHMOCTH OT YPOBHS 3aIHINEHHOCTH NEPCOHATBHBIX JAHHBIX IPH MX
06paboTke B MHPOPMAIHOHHON CHCTEME NIEPCOHANBHBIX NaHHbIX, ONPENEICHHOrO B AKTE
OIPEACICHNs YPOBHS 3alIMINCHHOCTH IEPCOHANBHBIX [aHHBIX HpH HX 06paGoTke B
HHGOPMaMOHHOU CHCTEME MEPCOHATBHBIX JaHHBIX.

S.1.  HoacncreMsl ynpaBJIeHHs JOCTYIIOM, PETHCTPANIMH H yieTa

[loxcucrema ympaBieHHS AOCTYIIOM, PETMCTpalliM W ydeTa NpeJHa3’HayeHa g
peanuzanuu cleayromux ¢yHKIIHHA:

- HeHTAQUKAIHE H IPOBEPKH IIOUINHHOCTH CYOBEKTOB IOCTYIIA IPH BXOME
B HHGOPMAIHOHHYIO CHCTEMY MEPCOHATBHBIX JTAaHHLIX;

— AICHTHQUKAUN TEPMHUHAIOB, Y3J0B CETH, KAHAJIOB CBS3H, BHEIIHUX
YCTPOMICTB 110 JIOTHYECKUM UMEHAM;

- uaeHTRGUKAIMN IpOrpaMM, TOMOB, KaTaloros, ¢aiijios, 3ammcel, mosei
3aIIACEH 110 HMCHAM;

- pETHCTpanyy BXo/a (BBIX0/1a) CyOBEKTOB JOCTYIA B CHCTEMY (M3 CHCTEMBI),
60 pPerucTpanuy 3arpy3Ke ¥ HHUIHATH3AIIH OTIEPallHOHHOM CHCTEMBI B €€ OCTaHOBA,;

- pEruCTpalMi IIONBITOK JOCTYyNla IPOTrpaMMHBIX CPeACTB  (Tporpamm,
IIPOIIECCOB, 3a/1a4, 3aIaHMii) K 3aIIUIIaeMbIM Qaiinam;

- PETUCTpallM¥ IONBITOK JOCTyIAa IPOTPAMMHBIX CPEJACTB K TEPMHHATIAM,
KaHaJlaM CBSI3H, MporpaMMaM, TOMaM, KaTajioram, daiiyiam, 3aiucsM, IO0JISM 3alucei.

Iloncucrema ympaBiieHHs IOCTYIIOM MOXET OBITH pealM30BaHa C IIOMOIIBIO
MTaTHBIX CPEACTB 00pabOTKM MEPCOHAIBHBIX MaHHBIX (ONMEPAalHOHHBIX CHCTEM,
npuitokeHuit). Tak e MoXkeT ObITh BHEAPEHO CIEIUATFHOE TEXHUYECKOE CPEICTBO HIIH
HX KOMIUICKC, OCYIIECTBIIIOINE MAONOJHHUTEIBHBIE MEpPHI IO ayTeHTH(QHKAUd U
KoHTpomo. Hanmpumep, nprMeHeHNEe €MHBIX XPaHUJININ YUYSTHBIX 3allUCell MOIb30BaTeci
U PETUCTPAlMOHHOH HWH(pOpMAIMK, HCIIONB30BaHUE OHOMETPHYCCKUX M TEXHHUYECKHX (C
IIOMOIIBIO AJICKTPOHHEIX MPOITYCKOB) Mep ayTeHTH(DHUKAIH U IPYTHX.

5.2. Tloacucrema ofecriedeHUs IETOCTHOCTH B JOCTYITHOCTH
IToacucrema obecreyeHNsS IIEIOCTHOCTH M JOCTYIHOCTH MpeAHAa3Ha4YeHa JUIA
obecrnieyeHnsT METOCTHOCTH M JOCTYIHOCTU IIE€PCOHAIBHBIX JAHHBIX, MPOIPAMMHBIX M
anmapaTHBIX CPeACTB WHPOPMAIIMOHHBIX CHCTEM IEPCOHAIBHBIX JAHHBIX YUPEKICHHUS, a
TaK K€ CPEJCTB 3alllUThI, IIPH CIIyYalHON MM HAaMEpPeHHOM MoauDHUKAITHH,



Ilogcucrema PeAIN3YCTCd € IIOMONIBIO OPraHU3aAlldd PE3CPBHOI0 KOIIMPOBAHUA
06pa6aTBIBaCMBIX JaHHBIX, a TaK JXC PE3CPBUPOBAHUEM KIIOYEBBIX JJICMCHTOB
I/IH(l)OpMaI_II/IOHHBIX CHCTEM IICPCOHATIBHBIX JAHHBIX.

5.3. IloacueTeMa aHTHBMPYCHO# 3aIIUTHI

[loncucrema aHTMBAPYCHOM  3allMTHl [pefHa3HaueHa Juii obecrmedeHus
AHTUBHUPYCHOM 3aIIUTHI 00BEKTOB BEIMHCIUTEILHOM TEXHUKA Y UPEKICHHUS.

CpencrtBa aHTHUBHPYCHOH 3alllUTHI IIPETHA3HAYEHBI JUIA peaTU3alldd CIIETYIOMIINX
GbyHKIRH:

5 PE3UICHTHBIN aHTUBAPYCHEI MOHUTOPHHT;

- AHTHBHPYCHOE CKAHUPOBAHHUE;

- CKpHUIIT-0JIOKMPOBAHHUE;

- HEeHTpaTA30BaHHAas/ yIAICHHAs YCTaHOBKA/JCMHCTALISIMA aHTHBHPYCHOTO
IpOAYKTa, HACTpOiiKa, agMHUHHCTPHUPOBAHHE, IMPOCMOTP OTYETOB H CTATHCTHYECKON
uHdopMaryy 1o paboTe IPOIyKTa;

= aBTOMaTH3HPOBAaHHOE OOHOBIIEHNE aHTUBHPYCHBIX 6a3;

- OrpaHHYCHHE MpaB IOJIH30BATEs] HA OCTAHOBKY HCHOJIHIEMBIX 3a/1ad U
HU3MEHEHNS HaCTPOEK aHTHUBUPYCHOTO IIPOrPaMMHOT0 0OecIIeHeHNS;

= ABTOMATHYECKUH 3aIlyCK cpa3y II0ciie 3arpy3KH ONEepalliOHHOMN CHUCTEMBI.

IMoacucrema peamu3yeTcs IIyTeM BHEAPEHHS CICNUAIBHOTO AHTUBHPYCHOTO
IPOrPaMMHOTO 00eCIIEYeHHS BO BCE 3IEMEHTHl MHGOPMAMOHHBIX CHCTEM ITePCOHAIBHBIX
IOAHHBIX.

5.4. TIoacucreMa MeXKCEeTEeBOro SKpAHHPOBAHHSA

IMoxcucremMa MeXCETEBOrO0 SKPAHHPOBAaHWS IpefHA3HAadeHa IS peaTu3alHy
Cenyromumx ¢yHKITHiA: \

— (GHIBTpalMH OTKPHITOrO U 3amuGpoBaHHOTO (3aKkphIToro) IP-Tpaduka;

- ¢ukcanuu BO BHYTPEHHHX JXKypHalaX HMHQPOpPMAMH O NPOXOMAINEM
OTKPBITOM ¥ 3aKpeIToM IP-Tpaduke;

- ueHTHGUKAUY ¥ ayTeHTHQUKAIMKU AJMUHHCTPATOpa MHQOPMAIMOHHON
0e30macHOCTH WM AJMHHHCTpAaTOpa HHGOPMAMOHHON CHCTEMBI IIEPCOHATBHBIX JAHHBIX
IIPH €ro JOKAJIBHBIX 3alpocax Ha JOCTYII;

- perucTparii  BXojaa (BBIXOZa) AIMHHHCTpaTopa HH(GOpMAaIMOHHON
6e30MacHOCTH WM AIMAHHECTPATOpa HHOOPMAMOHHOM CHCTEMBI IEPCOHATIBHBIX JaHHBIX
B cUCTeMy (M3 CHCTeMBI) JIUOO 3arpy3Kd M HHHUIHAIU3AIUHA CACTEMBI M €€ MPOrPaMMHOIO
OCTaHOBa;

- KOHTPOJIS IIENIOCTHOCTH CBOEH IporpaMMHOi B HHGOPMAaMOHHOH 9acTH,

- (GHUIBTpaldK  [AKeTOB  CIYXEOHBIX IPOTOKOJIOB,  CIyXalMX Uit
JIMAarHOCTHMKH W YIIpaBJIcHUs paboTOH CETEBBIX YCTPOKUCTB;

- (UIBTPAIHE C Y9ETOM BXOIHOTO M BHIXOJHOTO CETEBOTO MHTepdeiica Kak
CPEICTBO IPOBEPKH OATHMHHOCTH CETEBHIX a/IPECOB;

- PETHUCTPAIMH U YHUeTa 3allpallliBacMBbIX CEPBHCOB IIPHKIATHOIO YPOBHS;

= OJIOKHPOBAaHMSA AOCTYIA HEUASHTHOHUIUPOBAHHOTO 0OBEKTa MIIH CyOBEKTa,
NOMIMHHOCTh KOTOPOr0 MpH ayTeHTHOHKAIlMM HE MNOATBEPJMIACH, METOJAMH,
YCTOMYHMBBIMH K IIEPEXBATY;

- KOHTpOJIA 3 CETEBOU AKTHBHOCTBIO NPUIIOKEHHH U 00HAPYKEHHS CETEBBIX
aTak.

IoncucremMa pealusyeTcsi BHEAPEHHEM IIPOrpaMMHO-ANIAPATHBIX KOMIUIEKCOB
MEXCETEBOTO SKPaHUPOBAHKA Ha TPAHHUIIE CETH.



5.5. IloacucreMa aHANH3A 3AMUIIEHHOCTH
Ioncucrema anamu3a 3amMUIIEHHOCTH, J[OKHA O0OECIIEUMBATH BBISIBJICHHE
YA3BUMOCTEH, CBA3aHHBIX C OIMHMOKAMH B KOH(QUIYpalldii TPOrpaMMHOrO 06eCHEeUeHHUS
MH(OPMAIMOHHOH CHCTEMBI IIEPCOHATBHBIX JAHHBIX, KOTOPHIE MOTYT OBITH HCIIOIB30BAHBI
HapyIIUTENIEM U pealu3alii aTaki Ha CHCTEMY.
OyHKIMOHAT TOACHCTEMBI MOXET OBITh pealru30BaH POrPAMMHBEIMH |
IIPOrpaMMHO-AINAPATHEIME CPEICTBAMH.

5.6. TIloacucrema o0OHapy:KeHHS BTOPKEHHM
Ilogcucrema oOHapy)XeHHS BTOPXKCHHHM, JIO/DKHA OOECIEYMBATh BBISIBICHHC
CeTeBBIX aTaK Ha 3JEMEHTHl HH(POPMAIMOHHOM CHCTEMBI IEPCOHANBHBIX JAHHBIX,
NOJKTIOYCHHEIE K CETSAM OOLIETro MOJIB30BaHUS U (WIH) MEKAYHAPOJAHOIO 0OMEHA.
QYHKIHOHAN HOACHCTEMBI MOXKET OBITh peald30BaH OPOrPAMMHBIMH M
IIpOrpaMMHO-aIIAPaTHEIMHA CPEICTBAMH.

5.7. Iloacucrema KpHNTOrpa@UUYECKOM 3aIUTHI
IToncucrema xpunrorpadmdeckoil 3amUTHl IpeAHA3HAYEHA IS HCKIIOYECHHS
HECaHKI[MOHHPOBAHHOIO JIOCTyIa K 3amumaeMoil mHbopMamuu B HHGOPMAIUOHHBIX
CHCTEMax IEPCOHAIBHBIX NAHHBIX YUpPEXKIEHHs, IIPH ee Iepegade IO KaHAJlaM CBSA3H
ceTell 00IIero MoMb30BaHus | (MJIH) MEKTyHapOJHOTO 0OMeHa.
ITomcucrema peanmsyeTcss BHEAPEHHEM KpHOTOrpadWyYecKHX HPOrPaMMHO-
anmapaTHBIX KOMILICKCOB.

VI. IMouan3oBarean HHGOPMANMOHHBIX CHCTEM MEPCOHAILHBIX AAHHBIX

B Konnenmuu 6e30macHOCTH NEPCOHANBHBIX MAaHHBIX OINpPENENeHEl OCHOBHBIE
KaTeropuu Iose3oBarencii. Ha ocHOBaHMM 3THX KaTeropuil JoynkHa OBITH NPOHM3BENCHA
THIIHU3aLHMs 10Ib30BaTeel HHPOPMAMOHHBIX CHCTEM IIEPCOHANBHBIX JaHHBIX, ONPeeIeH
VX YPOBEHb JIOCTYIIa U BO3MOKHOCTH.

B uHQOpMANMOHHBIX CHCTEMaX IEPCOHATBHBIX MAaHHBEIX YUPEKICHHS MOYKHO
BBIIE/IUTL  CIeNyloIipde TPYNNbl IOIb30BaTeNel, yJacTBylommuX B  00paboTKe
MEePCOHANBHBIX JIAHHBIX:

- AnMuHHCTpaTOp HHPOPMALMOHHON CHCTEMEI IIEPCOHABHBIX JJAHHBIX

- Oneparop HHPOPMAITMOHHOM CHCTEMEI IEPCOHATIBHBIX TAHHEIX.

JlaHHBIE O Tpymmax moib30BaTeNeli, ypOBHE WX AOCTyNna ¥ WHOOPMHPOBAHHOCTH
JIOJDKHBI  OBITH  OTpakeHbI B llonoxxeHMM o pasrpaHMYeHHH IIpaB JOCTyma K
00pabaThIBaCMEBIM IIEPCOHATTHHBIM TAHHBIM.

6.1. AnvunmncTpaTop HHQOPMAIHOHHOI CHCTEMBbI IEPCOHAIbLHBIX JAHHBIX

AnMuHHCTpaTOp MHGOPMAIIMOHHONW CHCTEMBI MEPCOHANBHBIX JAHHBIX, PAaOOTHHK
YupexxneHus, OTBETCTBEHHBIM 3a HAacTpoMKy, BHEIPEHHE U  CONPOBOXKJICHHE
HHGOPMAIMOHHON CHCTEMBI MIEPCOHAIBHBIX MaHHBIX. ObecneurBaeT (yHKIMOHHUPOBAHUE
TIOACUCTEMBI YIPABJICHHUS JOCTYIIOM MHGOPMAIIMOHHON CHCTEMBI EPCOHANBHBIX JaHHBIX
W YIOJHOMOYEH OCYLIECTBJIATH MPENOCTABICHAEC M pasTPaHAYEHHE JOCTYNa KOHEYHOTO
nosib3oBarenss (Omeparopa WHGOPMAIMOHHOH CHCTEMBl IEPCOHANBHBIX JAaHHBIX) K
37NEMEHTAM, XPaHALIUM [IEpPCOHAIBHBIE JaHHEIE,

AJMUHHCTpATOp HUHGOPMAIMOHHOM CHCTEMBI INEPCOHANBHBIX IAHHBIX 00JamacT
CIIEIYIONTMM YPOBHEM JIOCTYIIa U 3HAHHIM:

= obnagaer monHONH wWHPOpManMed O CHCTEMHOM H  IPHKIAJHOM
IporpaMMHOM obecrieueHIH HHGOPMANUOHHON CUCTEMBI IEPCOHANBHBIX JaHHBIX;

- obmagaer monHOM wWHOpManme:d O TEXHHYECKHX CpeICTBaX H
KoH(Uryparyu HHQOpMauOBHON CUCTEMBI IIEPCOHATIBHBIX TAHHBIX;
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- HUMEET JOCTYII KO BCEM TEXHHYECKHMM CpelicTBAaM 00pabOTKH HHPOPMAIHA 1
JaHHBIM B HHPOPMAMOHHO CHCTeMe IEPCOHATBHEBIX JaHHBIX;

- o0namaeT BO3MOXHOCTAMH BHECEHHS W3MCHEHHIl B NPOrpaMMHOE
obecredeHne HHGOPMAIIMOHHOM CHCTEMBI NEPCOHANBHBIX JAaHHBIX HA CTAaHHd €€
pa3spaboTKH, BHEAPSHHUS U COIPOBOXICHHAS,

- o0namaeT mpaBaMHM KOHQHIYPHPOBAHHMS M aIMHHHCTPATHBHON HaCTPONKH
TEXHAUYECKHX CPEICTB HHPOPMAITMOHHOMN CHCTEMBI IEPCOHABHEIX JaHHBIX.

6.2. OmnepaTop nHGOPMANHOHHO CHCTEMBI MEPCOHANLHEBIX TAHHBIX

Onepatop HHGOPMAIMOHHOH CHCTEMBI NEPCOHANHHBIX JAaHHBIX, PaOOTHHK
VupexneRns, OCYIIeCTBISIOMUM 00paboTKy mepcoHanpHBIX maHHBIX. OGpaboTka
IIEPCOHAIBHBIX JaHHBIX BKIIIOYAET: BO3MOXXHOCTh IMPOCMOTPA IMEPCOHAIBHBIX AaHHBIX,
PYYHOH BBOJA IEPCOHAIBHBIX MAAHHBIX B HHGOPMAIMOHHYIO CHCTEMY I€PCOHAIBHBIX
JaHHBIX, (OPMHMPOBaHHE CIPaBOK M OTYETOB II0 HH(POpMAlUWH, IIONYYECHHOH u3
HHGOPMAITMOHHOM CHCTEMBI IIEPCOHATIBHBIX JaHHBIX.

Omeparop wHOOPMaUHOHHOM CHCTEMBI TEPCOHANBHBIX JAaHHBEIX O0O0JamaeT
CIIEAYIOIMUM YPOBHEM JOCTYIIA M 3HAHHIA:

- obiagacT BceMH HEOOXOIAMMBIMU arpulyTaMy (HampuMep, Iapojiem),
00eceYnBaAOIMH JOCTYI K HEKOTOPOMY ITOJAMHOXECTBY IIEPCOHAIBHBIX JAHHEIX;

- pacnosnaraeT KOHGUICHIHAILHEIMHA JaHHBIMH, K KOTOPBIM HMEET JAOCTYII.

VII. Aavunucrparop nHGopMannoHHoH 6e30macHOCTH

AnMuHMCTpaTOop WHGOPMAIMOHHOH O€30MacHOCTH, pabOTHHK YUpexIeHH,
Ha3HayaeMBIi  TPUKa3oM  pPYKOBOTUTENS  YUpe)KIOCHHSA,  OTBETCTBEHHBIM  3a
(bYHKIMOHUPOBaHHE CHCTEMBI 3aIIUTHI IEPCOHANBHBIX AaHHBIX, BKIIOYAs OOCIyKHABAHUE
U HaCTPOWKY aAMHUHHUCTPAaTUBHOU, CEPBEPHON U KIIMEHTCKOM KOMITOHEHT.

AnMuEECTpaTOp HEGOPMAIHOHHOM 6€30MacHOCTH 0671a/1aeT CIEAYIOIIM YPOBHEM
JOCTYyIIa U 3HAHUU:

- obnmamaer momHON WHpOpManuedr 00 WHPOPMANHOHHBIX CHCTEMAaxX
IEPCOHATIBHBIX JAHHBIX;

- MMeeT JOCTYI K CPeACTBaM 3aIlUThl HH(OPMAUK U IMPOTOKOJIMPOBAHAS U K
YaCTH KIIIOYEBBIX 3JIEMEHTOB HHGPOPMALMOHHON CHCTEMBI IEPCOHAIBHBIX NaHHBIX;

- HE UMeET MpaB AOCTyNa K KOHQUIYPHPOBAaHUIO TEXHUYECKHX CPEICTB CETH
3a UCKJIFOYEHHUEM KOHTPONBHBIX (MHCIEKITUOHHBIX).

AnMuHHCTpaTOp HHGOPMAMOHHOH 0€30I1aCHOCTH YIIOTHOMOYEH:

- pealn30BhIBATh IMOJNUTHKH 0O€30macHOCTH B YacTH HACTPOWKH CpEICTB
3ammTel WHPOPMAIIMH, MEXCETEBBHIX JKPaHOB M CHCTEM OOHapy)KE€HHs BTOPXKCHHUH, B
COOTBETCTBHH C KOTOpHIMH Tmoyb3oBarenb (Omeparop HWHGOpMALMOHHONW CHCTEMBI
NepCOHANBHEIX  MAaHHBEIX) [OJNydaeT BO3MOXHOCTE  paboTark C  DJICMEHTaMH
“HGPOPMAIIOHHOH CHCTEMBI IEPCOHATIBHBIX JAHHBIX;

- OCYIIECTBIIATH ayJUT CPEACTB 3aIMUTHI HHGOPMAITHIH;

- OCYILIECTBITH KOHTPOJIB 3a ASHCTBUAMH IOJb30BaTeIeH HHYOpMaHOHHOM
CHCTEMEI IEPCOHANIBHEBIX TAHHBIX MPH UX paboTe ¢ NepcOHANbHBIMY JaHHBIMU;

- ‘YCTAHABIIMBATh JOBCPUTENIbHBIE OTHOINCHHS CBOEH 3aINUINCHHOH CETH C
CETSMH JPYTHX OPTaHU3aluN B yIPEIKICHMH.

JIOIKHOCTHEIE 00S3aHHOCTH AJIMHHHCTpaTopa MHPOpMAarMoHHOH 6e30IacHOCTH
omucadsl B MHCTpyKInu AMUHUCTpATOpa HHOOPMAIMOHHOH 6€3011aCHOCTH.
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VIII. TpeboBanusi K paboTHHKAM N0 00€eCIIeYEeHUIO 3AIHUTHI MEPCOHATBHBIX
JAHHBIX

Bce paGoTHHKH YdpexaeHHs, SBISIOIINECs IMONb30BaTe/sIMU HH(OpMaIMOHHBIX
CHCTEM II€PCOHAIBHBIX JAHHBIX, JO/DKHBI YEeTKO 3HaTb M CTPOTO  BBHIIONHATH
VCTaHOBJCHHBIE IpaBWia W OOS3aHHOCTH IO JIOCTYIly K 3allMINacMbM OOBEKTaM H
COOJTIOZIEHUIO YCTAHOBIICHHOTO pexXrMa 0€30IaCHOCTH NEPCOHATBHBIX JaHHBIX.

Ilpu BCTyIIEeHHH B JOIDKHOCTE HOBOTO pabOTHHKAa HEMOCPEACTBEHHBIN
PYKOBOIMTENH 00S3aH OPraHA30BaTh €ro 03HAKOMJIEHHE ¢ JAOJDKHOCTHOH MHCTpYKLHEH M
HCOOXOMUMBIMH  JOKYMEHTAMH, pPEIJIAMEHTHPYIOIIUMH  TpeOOBaHHS 10  3allUTE
IePCOHANBHBIX JAHHBIX, & TakKe OOydeHHe HaBBIKAM BBIIOJNHCHHS IIPOLEAYD,
HEOOXONMMBIX IUI CAHKIHOHUPOBAHHOTO HCIIONB30BAHUS HH(POPMAIMOHHBIX CHCTEM
IEPCOHATBHBIX JaHHBIX.

PaGoTHuK HomKeH OBITh O3HAKOMJICH ¢ HacTtodmel [lonmmuTrkol, yCTaHOBICHHEIMH
poreypamMu paboThl ¢ dJIeMEHTaMH HHGOPMAIIMOHHON CHCTEMBI IIEPCOHANIBHBIX JAHHBIX
M CHCTEMOH 3aIMUTHI IEPCOHAIBHBIX JAaHHBIX.

PaboTHuKH VupexaeHus, HCIIOJIB3YIOIIHE TEXHUYECKHE cpeacTBa
ayTeHTH(UKAIMH, JOJDKHBI 0OecIeYrBaTh COXPaHHOCTD NIEPCOHANTBHBIX HACHTH(HKAaTOPOB
(9JIEKTPOHHEIX KIIIOYei) ¥ HE JOIMyCcKaTh HECAHKIIMOHHUPOBAHHBIN JOCTYII K HHM, a TaK XK€
BO3MOXKHOCTh WX YTEPH WM KCIIONB30BaHMA TpeThHMH nuuamH. Ilone3oBarens HeCyT
HePCOHAIBHYIO OTBETCTBEHHOCTD 33 COXPAHHOCTH HICHTH(HKATOPOB.

PaGotnuku VupexJeHHs JODKHBI CIENOBATh YCTAHOBJICHHBIM IIPOLEAYPaM
HONIEp)KAHMSA peXMMa O€30MacHOCTH TEPCOHANBHBIX JaHHBIX IIpM  BEIOOpE H
HCIOJIB30BaHUY IIApOJiell (€CIM HE UCIOIB3YIOTCS TEXHAYECKHE CPEACTBA HICHTHQHKAIAN
¥ ayTeHTH()UKAIIH).

PaGotHuku VupexmeHus JODKHBI 0oOeclieUMBATh  HAAIEXKALIYIO  3alIUTY
obopymoBanus, ocTaBmsieMoro 6e3 IPHCMOTpPa, OCOOEHHO B TEX CilydYasx, KOrga B
[OMEIEHAE MMEIOT AOCTYI IIOCTOpOHHME JHIa. Bee monp3oBarenn HHGOPMAIMOHHON
CHCTEMBI NEPCOHANBHBIX JAHHBIX JODKHBI 3HAaTh TpeGoBaHMA HO O€30II1aCHOCTH
IEPCOHANBHLIX JAaHHBIX W [PONEAypHl 3allUThl O00OpPYNOBaHMS, OCTABIECHHOro 0e3
IPECMOTPA, & TAKXKe CBOM 00S3aHHOCTH IO 0OECTICUYEHHIO TAKO! 3aIlATHL

PaGoTHHKaM  3ampemiaeTcs  yYCTAaHABIMBaTh  IOCTOPOHHEE  IPOrpaMMHOC
obecreuerne, OAKIIOUATh THYHEIE MOOHIBHEIE YCTPOMCTBA H HOCHTEIH HHQOpMAIIMH, a
TAK K€ 3aIMCHIBATh HA HUX 3alIUIIAeMYI0 HH)OPMAIIHIO.

PaGoTHuKaM 3ampelnaeTcs pasIaliaTh 3alMUmacMylo HH(OpManuio, KOoTopas
cTajla MM M3BECTHA B CHIIY BBHIITOJIHCHUS UMH CBOUX JOJDKHOCTHBIX 00S3aHHOCTEH.

IIpu pabore ¢ MepPCOHANLHHIMH JAHHEIMH B HMHGOPMAIMOHHOM cHCTEMe
HEPCOHANBHBIX NaHHBIX pPAGOTHUKE YUpexaeHHs O00f3aHBl HCKIOYMTH BO3MOXKHOCTB
IPOCMOTpa IIEPCOHANBHBIX [JAaHHBIX TPETBHMM JIHIAMH € MOHHTOPOB OOBEKTOB
BBIYHC/TATEIbHOW TEXHUKH.

IIpu 3aBepruenus paboTH ¢ HHQOPMAIIMOHHON CHCTEMOM MEPCOHAIBHBIX AaHHBIX
paboTHHKH O0O0S3aHBI 3alUTHTh OOBEKTHl BBHIYMCIMTEIBHOA TCXHMKH C IIOMOILBIO
OJIOKHPOBKH KIIOYOM HJIM 3KBHBAICHTHOTO CPEICTBA KOHTPOJLL, HAIPHMEP, JOCTYIIOM II0
IapOJIIO, €CITH HE HCIOJB3YIOTCs 60lee CHIBHEIC CPE/ICTBA 3alUTHL.

PaboTHHAKH VdUpexmeHHs [IOJDKHBI OBITh HPOMHQOPMHpOBaHE 00 yrposax
HapyIeHHA pexuMa Oe30MacHOCTH MEPCOHAIBHBIX NAHHBIX M OTBETCTBEHHOCTH 34 €T0
HapylmeHne. OHH JODKHBI OBITH O3HAKOMICHBI C YTBEPXKICHHOM (OpManbHOH
IPOIEypoli HaJOXKEHHs [UCHUIUIMHAPHBIX B3BICKAHWH Ha PaGOTHHKOB, HapyINAIOIIHX
NPUHSATHIE TOJUTHKY U IPOLEAYPHI 6€30IIaCHOCTH ICPCOHAIBHBIX TAHHBIX.

PaGoTHuky 06s3aHBI O€3 IMpOMEICHHsS coo0maTh 000 BceX HAOMIOMaeMBIX MM
IIOHO3PUTENBLHBIX CITy4asx paboTel HHYOPMAIMOHHOW CHCTEMBI HEPCOHANLHEIX IAHHBIX, a
TaK)Ke O BBIABICHHBIX MMH COOBITHSX, 3aTpardBalolmyux Oe30IacHOCTH IEPCOHATBHBIX
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JaHHBIX, PYKOBOACTBY H JIMILY, OTBCYAIOMIEMY 3a HEMEAJICHHOC pearupoBaHue Ha yI'PO3bI
0€30IacCHOCTH IICPCOHAIBHBIX TaHHBIX.

IX. Jo/uKHOCTHBIE 00SI3aHHOCTH I0JIb30BaTeNeii HHPOPMANHOHHOH CHCTEMBI
MEePCOHATBHBIX JaHHBIX

JlomkHOCTHEIE ~ O0S3aHHOCTH  MOJIb30BaTenell  MHPOPMAMOHHOM  CHCTEMBI
IMIEPCOHANILHBIX JAHHBIX OIMCAHBI B CIICAYIOMUX TOKYMEHTAaX:

- HHcTpyknus AIMAHHCTPATOpa HHPOPMALIMOHHON CHCTEMBI IIEPCOHAIBHBIX
JTAaHHBIX;

- Huctpykuus Omnepatopa HHOOPMAIMOHHOH CHCTEMBI II€PCOHANBHBIX
JIAaHHBIX.

X. OTBETCTBEHHOCTD N0JIb30BaTe el HHPOPMANHOHHOM CHCTEMBI
NepPCOHAIBHBIX JAHHBIX

B cooTtBercTBUE co cTaThamMu 24 ®demepanphoro 3akona ot 27 wmroms 2006 T.
No 152-®3 «O mepcOHATBHBIX JAHHBIXY» JHIIA, BHHOBHBIE B HAapyImeHWH TpeOOBaHUMA
DenepanbHOrO  3aKOHa, HECYT TIPaXIAHCKYIO, YTONOBHYIO, aJMHHHCTPATHBHYIO,
JMCUMIUIMHADHYIO W HMHYIO IPeIyCMOTPEHHYIO 3aKOHONATENBCTBOM Poccuiickoii
®denepanuy OTBETCTBEHHOCTD.

JleiicTByromee  3akoHonmareinscTBO — Poccmiickoii  @emepandd  MMO3BOJICT
OpEeBABIATE TpeGoBaHus 1O obecmedyeHnIo 6e30macHod paboTel ¢ 3amuIaeMoin
uadopMalHell M TpPeAyCMaTpHUBAacT OTBETCTBEHHOCTh 3a HAPYIIEHWE YCTAHOBJICHHBIX
npaBun 3KcIutyaranui 9BM U cucTeM, HeNPaBOMEPHBIH IOCTYII K HHpOPMAIUH, €CIIH 9TH
JEHCTBHS TPHBENN K YHHYTOXCHHIO, OJIOKMPOBAHMIO, MOIU(HUKANMH HHPOpMALMA WA
HapymeHuro pabotsl DBM wiu cereit (crateu 272, 273 u 274 YK PD).

[MToms3oBaTenu WHGOPMAIIMOHHOM CHCTEMBI INEPCOHAIBHBIX HAaHHBIX HECYT
OTBETCTECHHOCTD 3a BCE JICHCTBHSH, COBEPINCHHBIC OT WMEHH HX YYETHBIX 3allHCEH MM
CHCTEMHBIX YHYCTHBIX 3almceif, ecid He J[oKa3aH (akT HeCaHKIMOHWPOBAHHOTO
HCIOJIL30BaHUA YIETHBIX 3alIACEH.

[Ipu  mapymeHusx  pabOTHHKaMH  YupexiaeHus —  Iloms3oBarersiMu
AHQOPMANHOHHOM  CHUCTEMBl  IIEPCOHANBHBIX  JAHHBIX  [PaBW, CBS3aHHBIX C
0€30IIaCHOCTRIO TEPCOHANBHBIX JIAHHBIX, OHM HECYT OTBETCTBEHHOCTB, YCTaHOBJICHHYIO
JAeHCTBYIOIMM 3aKoHOATeNbCTBOM Poccuiickoit @enepaliy.

[IpuBencHHBIE BhINe TPeOOBaHMS HOPMATHBHBIX [JOKYMCHTOB IO 3alIHTE
HEQOPMAIMH JOIDKHEI OBITH OTPaXXCHBI B JIOKAJIBHBIX HOPMAaTHBHBIX U MPaBOBBIX aKTaX
YupexaeHus.
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XI. CrMcoK UCIO0JIb30BAHHLIX HCTOYHHKOB

1. Koncrurynus Poccuiickoit @enepanuu;

2. Konctutyrus Pecrry6mixu Mapuii Oit;

3. TpynoBoit koaexc Poccuiickolt denepanuy;

4. Cemeitnbiit konekc Poccuiickoit @eneparum;

5. @enepanpublit 3akoH 0T 27 utonsd 2006 r. Ne 152-P3 «O mepcoHaNBHBIX
JAHHBIX»;

6 ITocranosnenue IlpaBurensctBa Poccuiickoit ®@enepamym ot 15 ceHTAOps

2008 1. Ne 687 «06 yrBepxkmenmu llomoxkenuss 006 OCOOEHHOCTIX 06paboOTKH
MEPCOHANBHBIX JaHHEIX, OCYIIECTBIIEMON €3 HCIIOIb30BaHK CPEICTB ABTOMATHU3AlHH»;

7. IMocranosnenue IlpaButenscTBa Poccuiickoit ®enepamuu ot 1 HOS6ps
2012 1. Ne 1119 «O6 yTBepkaeHAH TpeOOBAaHUH K 3all[UTe IEPCOHATBHBIX JAHHBIX IIPH MX
06paboTke B MHPOPMAUOHHBIX CHCTEMAX IIEPCOHANBHBIX JaHHBIX»;

8. IMpukaz @enepanbHOl CIIy:KObI IO TEXHMYECKOMY M 3KCIOPTHOMY
KoHTpomo oT 18 despans 2013 r. Ne 21 «O6 yrtBepxaeunm CocTaBa M COIEPKAHUSA
OPTraHU3aIMOHHBIX W TEXHUYECKHX Mep I0 obecrmedeHHIO 0€30MacHOCTH NEPCOHATLHBIX
JAHHBIX TIpH X 06paboTke B HHGOPMAIIMOHHBIX CHCTEMAaX NEPCOHATIBHBIX JaHHBIX »;

9. BazoBas Mopmenb yrpo3 O€30IacHOCTH MNEPCOHATIBHBIX JAHHBIX IPH HX
0o6paboTke B HHGDOPMAIMOHHBIX CHCTEMAX [EPCOHAIBHBIX [aHHBIX, YTBEPIKICHHAS
samecrureneM aupekropa @CTIK Poccun 15 despans 2008 r.;

10.  Meroauka omnpeeneHns aKTyadbHBIX YIpo3 0€30IaCHOCTH IEPCOHANBHBIX
JIAHHBIX Npu HMX oOpaboTke B HMHGOPMAlMOHHBIX CHCTEMAaX NEPCOHAIBHBIX IAHHBIX,
yTBepxaenHas 3amecrutenieM aupekropa @CTOK Poccun 14 despans 2008 .



Jluer BHeceHUs n3MeHeHH

Ne JlaTa Obnactb Hpuunaa Onucanne n3MeHeHNs
n/n H3MEHEHHS H3MEeHEeHHu s




